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Overview
The I-Assure Vulnerability Research Team (VRT) has 
discovered several, previously unpublished 
vulnerabilities in the PeopleSoft (Oracle) PeopleTools 
application. PeopleTools provides you the power 
and flexibility to enhance, deploy, and extend your 
PeopleSoft and non- PeopleSoft applications.

Our proactive VRT can assess your application for 
vulnerabilities before you fall victim to information 
disclosure or hacking activities. We utilize our 
experience and knowledge of system/application 
security to perform our assessment. We do NOT solely rely on automated tools to 
perform our assessment. 

Description
LONGCHAR and VARCHAR fields allow potentially large amounts of data to be 
uploaded. These fields default to the maximum allowed size for their data type 
established on the database.  

Vendor Solution
The database can be configured to limit the size of these data types, however, this 
should be tested to assess the impact to the application. Consider also looking at 
modifying the field definitions within the Application. Restricting size with the field 
definition would prevent using these LONG fields to upload large amounts of data. 
Note that making any changes to the delivered application is considered to be a 
customization beyond the scope of the Global Support Center. Make sure and take a 
backup of the data before making such changes. 

Bugtraq ID:  None

Class:  None

CVE:  CVE-MAP-NOMATCH

Remote:  Yes

Local:  No
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